WHAT IS SPYWARE?

Spyware is a general term used to describe software
that performs certain behaviors, generally without
appropriately obtaining your consent first, such as:

e Advertising
e C(Collecting personal information
e Changing the configuration of your computer

Spyware is often associated with software that
displays advertisements (called adware) or software
that tracks personal or sensitive information.

http://www.microsoft.com/security/s are/whatis.
aspx

SPYWARE STATISTICS

Click on the image or link below to view some interesting spyware statistics:

http://www.lavasoft.com/support/s areeducationcenter/s are statistics.ph
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SPYWARE SYMPTOMS

You could have spyware if:

Your computer is slow and occasionally crashes.
Spyware is not designed to be efficient. The
resources these programs use to track your
activities can slow down your computer and
errors in the software can make your computer
crash.

You could have spyware if:

You have additional toolbars added to your Web
browser that you don't want or need - and are
difficult to remove.

You could have spyware if:

You get bombarded with pop-up ads that aren't related to a
particular Web site you're visiting. These ads are often for adult
or other Web sites you may find objectionable. If you see pop-
up ads as soon as you turn on your computer or when you're
not even browsing the Web, you might have spyware or other
unwanted software on your computer.
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You could have spyware if:

Your home page or search page settings get changed, and
sometimes you are not able to change them back.

Often times when your home page is changed it is
changed to direct you to a malicious web site.

COMMON SPYWARE ATTACKS

With the growing popularity of Online Banking, Blogging and sites and services like PayPal, Amazon
and eBay, personal data becomes more and more valuable to thieves.

There are several different spyware tools, two common tools are Keyloggers and Browser
Hijackers.

HARDWARE KEYLOGGERS

Keyloggers are “Keystroke Loggers”, they record your keystrokes, which could reveal valuable
personal data.

Hardware keyloggers, like the picture shown below, are most commonly found in public places on
public accessible computers - like Internet Cafés, schools, libraries, airports, hotel lobbies, etc.
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 BEFORE KEYDEVIL

SOFTWARE KEYLOGGERS

This type of logging is accomplished by using the Windows function
SetWindowsHooKEx()that monitors all keystrokes. The spyware
will typically come packaged as an executable file that initiates the
hook function, plus a DLL file to handle the logging functions.

Some keyloggers are legitimate, downloadable programs (i.e. for
parents that want to monitor their children's Web activity). These
programs are sometimes found packaged in with other programs
that are detected as spyware.

BROWSER HIJACKERS
If your home page changes, your browser probably got hijacked. Your new, unwelcome, home page

will often time be pornographic or at least shower you with advertising - to the point of no return
where you cannot get rid of it!

_ Page 4




Your browser may get hijacked yet another way, in a way that may not seem worth the effort. This
is when your browser’s favorites are changed to purposely increase activity to a particular web site.
This is often done simply to increase usage to a site and thus increase search rankings to elevate the

site on everyone’s search results.

Roadfood.com Properties

Took  Help Genera| Web Document
Add to Favorites...
Add to Favorites Bar @ Roadfood.com
LRL: hitkp:{froadfood..comy]

Organize Favorites. ..

Shoetcut key: | None

L) Favoribes Bar
() Micrasoft Websites
B9 & Tips to Fool Keylopgers in Public Internet Cafes » noma

Wigiks: l

T Introduction to Spywane Keyloggers
Charge lcon
S Anti Kewy-Logoer - Fres A per Tools - MyPlanet Software - MyPlanetSoft.cam
) roadiood.com
[ ok ][ Concel |

You can see by the image below, http://roadfood.com used with the search criteria
“Grandmothers pie” is ranked at about 80. Great marketing statistics!

/= Your Search Engine Ranking Report - Windows Internet Explorer

mikes-marketing-tools.com

Your Search Engine Ranking Report

by Mikes-Marketing-Tools.com

Please be patient as results may take up to 60 seconds.
‘Mo’ = Mot in top 100. ‘=" = Engine not selected, ‘Emor = Mo response.
Click on rankings to view search engine results in separate tabs.

98% Success Rate This software program is so powerful it GUARANTEES
1 le rankings for any kK rd within r rmion k!

Google Yahoo! Bing AOL AlaVista AllTheWeb Y!Dir. Dmoz

'‘Grandmothers pie'
T Mo 81 HNo HNo :11] 80 Mo Mo
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PASSWORDS

There are three means by which you can prove to a computer that you are who you say you are.

1. What you know.
2. What you have.
3. Whatyou are.

WHAT YOU KNOW

For example, what you know could be your username [Connect to localhost R

and password. =y
LS
Passwords are required by computer users every 4R

single day. Sometimes a user has multiple

passwords. In some cases, users make their ke Administration Ares
passwords weak to aid in remembering them. User name: [€ username ~|
Emord: I ..I...'I|

Access the links below to check the strength of your
NTC password and to find out how Microsoft
recommends that you create a strong password.

[~ Remember my password

oK I Cancel

http://www.microsoft.com/protect/fraud/passwords/checker/aspx

http://www.microsoft.com/protect/fraud /passwords/create.aspx

There are numerous reasons why people don’t use strong passwords and because of this,
passwords are a frequent focus of attacks.

Password attacks include three common procedures: a brute force attack, a dictionary attack, and
attacks using rainbow tables.

BRUTE FORCE ATTACK

Generally, it would take a person too long to break a password by attempting to login multiple
times with different passwords. Most times the computer would lock you out after a set number of
times.

The trick: obtain the hashed (encrypted) password file from the computer you are trying to break
into and use a specially designed program designed to formulate passwords, hash them, and then
compare the manufactured hashed password with the hashes in the stolen password file. When a
match is found, an attacker can then log into the account associated with the matched password -
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providing the user did not change their password since the file was stolen (and is the reason
passwords should be changed often).

A C:\Program Files\LDphiCrack 2 S\pwdiD e - LOphtCrack 2.5

hdminl sCESCOE TITITTTE BEEGALDASSESDSZIBECEZOEOCARLOAZS

Cusse HD PRIZTEORI KD PAZZWIRD HO PAIZEORD
TOMESTONE# LATIFFARDPEIALGECFEZIFGOZILSEFS

garfield JOHH John SFEFI4E0 a6 726470 FACCELCF A4
JamasE EULL PASSWORD NULL PASSWORD NULL PASSWORD

IUVER_TOMESTONE 4471350EE3EEFLFE0T7EESLAOSDE4DEE
EATyPasE BOOE book TESBLLFFTEZFBEGDADGCEEQSELTEG LY
Jokemy COMEH Coman FILOGADECFFACOSRESCALSREDLEETLO?
sawiljo TTPITTTPACES EAT30ZEBEDDIZEES3CII4BZZ10430BF2

DICTIONARY ATTACK

This is another type of brute force attack that uses prebuilt dictionaries consisting of hashed values
of common words. This database is compared against a stolen database of hashed passwords. If
there are any weak passwords, these will be cracked within seconds.

A dictionary file can be tuned and compiled to cover words probably used by the owner of the
account that a malicious user is going to attack. The attacker can gather information (via dumpster
diving, social engineering, Internet research) to understand the user and then build a list of all
unique words relating to the user.




RAINBOW TABLES

With computer processors being really fast these days, the more
common and preferred approach to password attacking is by using
rainbow tables. These tables are prebuilt (and freely available on the
Internet) databases of hashed values of every possible combination of
passwords. This database is then compared against a stolen copy of a
system’s hashed password database as would be done with a dictionary
attack.

WHAT YOU HAVE

What you may have are tokens that you insert into the computer
or wave in front of a scanner.

WHAT YOU ARE

Only you can provide your own finger print scan, retinal scan or palm scan.

Gun

Page 8



PHISHING

Are you a fish in a big Phishing pond?

Phishing is a social engineering technique to obtain personal information from you, like your social
security number, credit card number, passwords, bank account numbers, to name a few. The
techniques used are phony emails and certain phishing web sites.

Even the most educated can be fooled by phishing attacks. The example on the right fooled A
WOMAN that had A PhD from Harvard.

Date: Mon, 28 Aug 2006 11:58:14 -0500

To: joshswife@yvahoo, com

Subject: Tax information - joshswife@yahoo.com - (Code Ta63-3843)
From: "IRS.gov™ Add to Address Book Add Mobile Alert

[ T :
Eﬂ% Internal Revenue Service

United States Department of the Tre:

Account @ joshswife@yahoo,com Mumber @ TB&3

After the last annual calculations of your fiscal activity we have determined that
you are eligible

o receive a tax refund of 191,40, Please submit the tax refund request and
allow us 5-F days in orders to process it.

A refund can be delayed for a variety of reasons. For example submitting invalid
records of apphying after the deadline.

To access the form for your tax refund, please click here,

Regards,
Internal Revenue Servioe
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A WORD OF WARNING!

If a web site or an email is asking for personal information then it is a scam.

Legitimate institutions that need personal information would not ask for it using email or a web
site. Don’t be fooled.
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SOCIAL NETWORKING ATTACKS

If you belong to Facebook, or to similar social networking sites,
then you belong to a social networking group and you are a target.

Generally, if you are cautious about who you have in your group
(who you trust) and what you click on, your risk of attack is
reduced.

DO NOT MAKE YOUR PERSONAL INFORMATION TARGET

PUBLIC!

You are a target because of the wealth of information that can be obtained from a social networking
group. Personal information that you place on these sites can be obtained easily if you make the
information public and can be obtained either through a vulnerability in the web site or through
someone impersonating a friend.

Click on the link below to find out how to make Facebook more secure and safe.

http://personalweb.about.com/od/makefriendsonfacebook/a/faceprivsetting.htm
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| B Em ew ok bessage e Ld
1| L
|| 8 & 8 | e X | @ 3
Reply Al Forward Pt Dekas | Frevos mﬁm
aceboccom | » Facebook.com domain spoofed
mu: e, Bl & e e for contacting users
Ta: S ———— - &
Subject: Peber confirmed you |
2
Freter conbrmed sou as & nend on Facebook,
To wiew Pieter's profile or wnte on his "Wall, follow this Enkc
hitg Marmrwr B eb ook cominTprofile e o
Thanks,
The Faceboak Team
Wark to control which emails you recerve fgfm Facebook? Go to
notificabons&mo E 28 200NTO g i i: bigE=
Malicious link -
Pt wav SRS comcachefupdate, o

IDENTITY THEFT

Identity theft is a crime and a federal offense (1998). Itis when someone wrongfully obtains and
uses another person’s personal data in some way that involves fraud or deception, typically for
economic gain.

So, what does the criminal use with your identity? See the list of possible uses below:
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False applications for loans and credit cards.
Fraudulent withdrawals from bank accounts.
Fraudulent use of telephone calling cards.

Purchasing goods or privileges which the
criminal might be denied if they use their real name.

Redirection of mailing address to hide
what the criminal is doing.

File for bankruptcy under the person’s name.

The sections below describe how your identity could be stolen:

SHOULDER SURFING

Criminals can watch you from nearby while you punch in your telephone calling card number or
credit card number. They can listen to you give you credit card number to a sales agent on the
phone. They can follow you into the schools administrative offices and listen and watch for you to
reference you Social Security Card number.

Page 13



DUMPSTER DIVING

Criminals pick through your garbage or a communal dumpster or trash bin - to obtain copies of
your checks, credit card, and bank or investment statements. This is an easy way to obtain control

of your accounts and assume your identity.
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PREAPPROVED CREDIT

Through dumpster diving, criminals can obtain discarded, “preapproved” credit cards and then
activate and use them without your knowledge.
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THROUGH SPAM

Criminals engage in sending unsolicited E-mail (spam) to obtain personal information as mentioned
in the Phishing section. When you are asked for personal information in an E-mail the E-mail
generally requests identifying data. In return a promise is made that you hope you will benefit
from. Some users don't realize that in many cases the requester has no intention of keeping their
promise.

bt sttt . i
- @ » B ‘
= ™ - - - — - -
— s
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