MALICIOUS SOFTWARE ATTACKS (MALWARE)

Software makes your computer useful,
right?
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What if that software is Malware?

Malware is malicious code planted on your | et
computer that gives your computer
usefulness, but only to an attacker. It can
give the attacker an alarming degree of =~ | - I
control over your system, network, and
data - without your knowledge.

MALWARE VIRUSES

Viruses can get into your system just by you clicking a button. Since
viruses attach to carriers (like a human virus), they are installed
immediately when a user executes (opens) a file, program, image, or
attachment.

A virus must have a carrier and it must be initiated by a user!

HOW THEY SPREAD

Once a virus is on your system it first tries to spread to other systems:
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Thru files ...

Thru emails ...

Thru pop-ups ...

I'r going to McDonabd's'$ .

AeDonabd's i proud to preienl swr Istest dicoust mean,

Ermail and head | McDionald's for FRIT

Techfuels.com J.

Websense

Michael Jackson Was

But Who Killed Michael Jackson?

ith secret information to see the killer's photos

w-file-MJacksonsKiller.exe

Page 2



Thru jump-drives ...

and thru instant-
messaging ...

d@ IM with beeageek from beesitoy
File Edit View People Help

'--',- AlIM - beeageek

. beesitoy s AIM-b,.,, & xf

File  Edit ‘iew Actions Help

i Wideo Audio ZendFile  Inwite ©  Info Hiskory:

I & From beeageek to beesitoy o 0OX
[10:35] beesitoy: 7 -
[10:41] beesitoy; there? -

AD A A A BT U o8 &
| Send

| Last message received on 23/03/2006 at 10:41 a.m..




WHAT HARM CAN THEY DO?

Once the pesky viruses get on your system and replicate to other systems, they dump their
payload such as:

Crashing the computer ...

to prevent damage

r software 4
your hardware aor

r technical supp

Deleting important files ...

Consuming disk space ... 18 GBytes
06 Files

Ve
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Creating a back-door ...

Internet
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Reformatting the hard drive ...

Windows HP Home Edition Setup

The following list shows the existing partitions and
unpartitioned space on this computer.

Use the UP and DOUN ARROY keys to select an item in the list.
= To set up Windows HP on the selected item. vress ENIER.
= To create a partition in the unpartitioned space, press C.

= To delete the selected partition, press D._

1992 MB Disk @ at Id @ on bus B on atapi [MBR]
:  Partitionl [FAT321 1998 MB ¢ 1997 MB freed

ENTER=Install D=Delete Partition F3I=Quit

And by giving you IMPORTANT: PLEASE READ

annoying messages ... e
'\i“) I hink i speak lur every pulsimuker in Norh Amencaowhen i say, “Legalize Marijuana®. | riegn

if people with AIDS. Cancer and other deaises can use itthen why cant the rest of us (pot
smokers) use it?, | dont think that's very fair (Do you?). f it's legal to grow and use in places
like: Australia (for personal use) then why notin North America? If doctors are useing itas a
freatment for iliness then it must not be *THAT* harmful (Sc why can't other people use it7). |
really do think the federal gaverment should consider legalization of marijuana. 'Well that's
really all i have to say on tha mafter, but| do hope somebody. somewhere listens to whati
have to say and does not just regard this as just another *virus* because it's more then that, it's
amessage, a message forfreedom. the freedom to smoke up and have the chose to doso
“MITHOUT* fear of punishment from the law and the gove'ment, Thank you for your time.
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There are a multitude of virus types. Click on the image or link below to get more
information.

http://online-pc-support.com/virus-troubleshooting.htm

MALWARE WORMS

A worm is like a virus, but does not need to have a carrier like a virus does, it can travel by itself.

Worms take advantage of vulnerabilities and spread through the Internet and Intranets
(locally connected computers). Like viruses, it too will search for other systems with
similar vulnerabilities.
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Shared compulars with weak
passwords may get infected by
the worm

Q¢ R

Computers with a proper password policy.,
current security updates, antivirus or securily
softwara, and secured shares arg protected

from infection of this worm

Removable devicas, such
as External Hard Drives
and USB sticks, may get

infected by the worm

Weorm: Wind2/Conficker altampts o make
numerous connections 1o computers across the
natwork, seeking systams that do not have
current security updates, or have open shares,
removable media, or weak passwords

Computers with open shares Computers without the latest security

may getinfected by the worm updates may gel infacted by the % m
wWarm %

MALWARE CONCEALMENT

Some malware can hide itself on a computer system waiting for the opportunity to inflict
pain.

Click on the image or link below to get more information.

http://coursecontent.ntc.edu/CIT /husband /pois/lp2/m11-malwareconcealment.html
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THE BIG BAD BOTNET!

Really clever but really bad are the little zombies (bots) that live on the Internet and
communicate using Internet Relay Chat (IRC) channels to await orders from a cracker (bot
herder) to release their payload to unsuspecting computers in unison.

Botnets are formed because of vulnerabilities, mostly with browsers. Botnets will typically
do one or more of the following:

o Keylogging: Monitor keystrokes to get e
passwords, credit card numbers, etc. ﬂ Lﬁ

e Spamming: Unsolicited e-mail. |

e Spreading malware: Zombies will install Taprsl _ Bpinet
malware sent by an attacker. __..,_.,,ca';;;';nﬁm,;.‘-:

e Distributed denial of service attacks (DDOS):
Brings either a network or a service to its knees.

e Poll bending: Manipulating online polls. @@@ @ @ @ @ @@

unsuspecting web user's zombie computers

HARDWARE ATTACKS
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Attacks are not limited to software, files, and system services. They can also compromise your
hardware.

BIOS (BASIC INPUT/OUTPUT SYSTEM)

All personal computers have them and they
occasional have to be updated to better support new
hardware devices such as large disk drives.

When BIOS is updated it is flashed. If the BIOS is
flashed by an attacker from the operating system
you could end up with malware or a non-bootable
computer. The only fix to a compromised BIOS is
either another BIOS or legitimate flash.

Since the BIOS is very hardware dependent, flashing
a BIOS is sometimes difficult to do even when you
are in control. You can make it difficult for an
attacker to flash the BIOS by disabling the flashing
of the BIOS from within the BIOS setup utility. See
image below for an example of what this BIOS configuration parameter looks like.

CMOS Setup Utility - Copyright (C) 1985-2005. American Megatrends. Inc.
M-Flash

= BIOS Update or Boot 2nd BIDS From USB drive ==
N-Flash function as [Disabled] [BIOS Updatel : Update
BIOS ROM Chip data
======= Backup BIOS to USB drive ======= from selected file.
Save File to Selected Device [No Medial
Save File Name as [A7520IMS] [Bootl : After
Save Extend File name a Options allocated BIOS file,
Start to save file Disabled System will boot from
BIOS Update ; this BIOS which stored
Boot at USB Drive.

fie>:Hove Enter:Select +/-/:Value F10:Save FESC:Ex

USB DEVICES
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USB (Universal Serial Bus) devices are very convenient

for file storage and transfer. Because of their =

portability, they are also known as "the modern path s

for viruses". .
SN

Viruses are spread to your system from USB devices
mostly through the autorun feature of Windows.
Fortunately, this feature can be manually disabled, but
may already be disabled with a patch from Microsoft.

CELL PHONES

Cell phones work at a given frequency that is confined
to a cell (shaped like a hexagon) that is about 10 sq.
miles. Each cell has a transmitter that communicates
with a base station. Each base station communicates
with a mobile telecommunications switching office
(MTSO) which is the link between the cellar world and
the wired world.

Many cell phones can send and receive messages and
connect to the Internet. They can also store
information, both financial and personal. Basically,
function much like a desktop computer.

The additional threats for cellular handheld devices stem mainly from two sources:

1. Their size and portability
2. Their available wireless interfaces and
associated services.

Click on the image or link below to get more information.
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Do we need a little mobile device control?

How about these user-oriented measures:

e Maintain physical control of your devices

e Enable access authentication to your device

e Backup data that is on your device in case of loss

e Reduce exposure of your data to those that don't need to see it
e Don't perform questionable actions while on the Internet

e Deactivate compromised devices

e Add prevention and detection software

How about these organizational-oriented measures:

e Establish a mobile device security policy
¢ Instill a security awareness training program
e Properly manage software and device controls

PHYSICAL THEFT

Small, portable devices such as laptops and cell phones
are easy targets for theft. Sometimes these devices have
valuable information on them that can damage personal
identities or release corporate financial information
and/or secrets.

Theft of information can come from computers sold or
given away in legitimate transactions - such as rummage
sales, charities, schools, selling online, or computer recycling centers.

Even though data may have been deleted, if the space where the data resided had not been
wiped clean, the data can still be obtained.
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Recover Files Recover a Drive

Lost, Dedated. Accdental format,
Emptied fom Recycle bin, Windows: reinstall,
From a program crash Syslem restore,
Idore sy

Cormupl of missing dive letler
Ioee sl
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